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Building a future we can all trust

Build a strong foundation for data privacy
and security with CipherTrust Data
Discovery and Classification

Data privacy in the spotlight

Today, the volume of enterprise data is exploding across industries.
We talk about petabytes, and even exabytes, of data strewn across
data centers, file shares, databases, cloud storage and backups.
However, few organizations have the necessary visibility info their
sensitive dafa fo ensure its protection and to comply with regulatory
requirements.

Most organizations simply do not know what sensitive data they
have, where it is, how it flows, who can access it, and its risk of
exposure. In organizations that are complex or have siloes of data,
the lack of clear visibility into sensitive data can make it very difficult
to apply effective policies and controls to protect this most critical
asset.

Third-party risk is also a big concemn. Vendors, partners, service
providers, and others you share data with all add to your
organization’s risk not only for a data breach or a failed audit,
but also for collateral damage to your customers’ trust, your brand
value, and your partner ecosystem.

Recently, high-profile data breaches have put data privacy in

the spotlight. From lost business and reputational damage to
devastating financial and legal consequences, the impact of a data
breach can haunt companies for years.

However, that is just a part of the story. Stringent data privacy

laws continue to be enacted around the world. This ever-evolving
regulatory landscape leaves companies to interpret and comply with
a growing patchwork of state, global, and industry-specific data
privacy and security laws, creating significant risks for compliance.
Clearly, companies need a simpler way to comply with regulatory
requirements.

Data privacy versus data security

Data privacy and data security share a common goal to protect
sensitive data, but they are not the same.

Data privacy focuses on the use and governance of personal data.
It defines the policies to ensure that consumers’ personal information
is collected, shared, and processed in appropriate ways. It is about
who has authorized access, and who can define or control it.

Data security focuses on protecting sensitive data from unauthorized
access, malicious aftacks, or misuse. A variety of tools, encryption
techniques, and identity and access controls can be used to enforce
policies and secure data.

For example, your organization may have deployed multiple layers
of defense—encryption, key management, and access controls—to
secure the sensitive data of your customers. But, if that data was
collected, used, or shared with third parties without your customer's
consent, you may be violating data privacy laws, even if the data is
secured.

Thales Cipher Trust Data Discovery and
Classification

Thales CipherTrust Data Discovery and Classification enables your
organization to get complete visibility of sensitive data with efficient
data discovery, classification, and risk analysis across cloud, big
data, and traditional environments. Thales Data Discovery and
Classification is available for sale to the U.S. Federal Government
exclusively through Thales Trusted Cyber Technologies.



The rich visualizations and insights provides a clear view of what
sensitive dafa you have, where it resides, and its risk of exposure.

You can easily uncover and mitigate privacy risks, enforce data
sovereignty, and comply with a growing number of data privacy and
security regulations, including GDPR, CCPA, LGPD, PCI DSS and
HIPAA.

Helps you uncover and mitigate data privacy
risks

Thales CipherTrust Data Discovery and Classification streamlines the
workflow from policy configuration, discovery, and classification, to
risk analysis and reporting, enabling you to proactively mitigate risks
and respond fo evolving regulatory challenges.

1. Policies: Define your data privacy policies, data stores,
classification profiles, and scans.

2. Discovery: locate both structured and unstructured sensitive data
across the entire enterprise in multi-cloud, big data, relational
databases, or file storage systems.

3. Classification: Classify sensitive data, such as national IDs,
financial data, and personal data, based on built-in templates or
market-proven classification techniques.

4. Risk analysis: Understand your data and its risks with rich
visualizations and risk scores.
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5. Remediation: Remediate the risks with market leading data
encryption and fokenization products and solutions available
on the Thales CipherTrust Data Security Platform. CipherTrust
Intelligent Remediation improves operational efficiency by
applying the most appropriate protection immediately after
sensifive data has been discovered.

6. Detailed reports Leverage charts and reports for risk analysis,
status, and alerts throughout the data lifecycle.

Why Thales CipherTrust Data Discovery and
Classification
Effective solution for enterprise-wide data privacy

o Hfficiently locates structured and unstructured sensitive data across
cloud, big data, and traditional data stores.

*  Provides a comprehensive set of built-in templates for rapid
discovery of your regulated or sensitive data.

* Available in agentless and/or agent-based deployment modes
for reduced complexity and easy scalability.

e Offers a streamlined workflow that eliminates security blind spots
and allows you to enforce unified policies.

e Supports a wide variety of datatypes, including custom
Information Types.

Delivering complete visibility and control

e A centralized console with rich visualizations offers a clear
view of sensitive data, allowing your organization to make
informed decisions about cloud migration, data sharing, and risk
remediation.

» Risk scores enable your security teams to uncover and close
privacy gaps and prioritize remediation efforfs.

Demonstrate compliance

e Detailed reports help your auditors demonstrate compliance to
various regulations.

 CEfficient scans enable you to build a strong foundation for your
enterprise-wide data privacy and security.

CipherTrust Data Security Platform

CipherTrust Data Discovery and Classification is part of the CipherTrust
Data Security Platform. The CipherTrust Platform unifies data discovery,
classification, and data protection and provides unprecedented
granular access controls, all with centralized key management. This
simplifies data security operations, accelerates time to compliance,
secures cloud migrations, and reduces risk across your business.

You can rely on Thales CipherTrust Data Security Platform to help

you discover, profect, and control your organization's sensitive data,
wherever it resides.

About Thales Trusted Cyber Technologies

Thales Trusted Cyber Technologies, a business area of Thales Defense
& Security, Inc., protects the most vital data from the core to the cloud
to the field. We serve as a trusted, U.S. based source for cyber security
solutions for the U.S. Federal Government. Our solutions enable
agencies fo deploy a holistic data protection ecosystem where data
and crypfographic keys are secured and managed, and access and
distribution are controlled. For more information, visit thalestct.com

3465 Box Hill Corporate Center Drive, Suite D, Abingdon, MD 21009  ® 443-484-7070 e info@thalestct.com

thalestct.comf €2 03 =@

©2021 Thales 10.21.21



