PRODUCT Thales CV1000

THALES

The first crypto-agile Network Function
Virtualization (NFV) encryption appliance,
designed for large-scale and multi-Layer WANS.

Large-scale
WAN encryption

The optimal application of the Thales CY1000 Virtual Encryptor
is data protection across large-scale virtualized WAN, all the way to the network edge.

Thales CV1000 Virtual Encryptor is transport Layer agnostic, and provides destination
policy based, concurrent multi-Layer encryption - Layers 2, 3, and 4.
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The Thales Virtual Encryptor CV1000 is designed to meet the
demands of today’s IT and security officers and network administrators
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Thales CV1000 Virtual
Encryptor Implementation

Thales CV1000 Virtual Encryptor
is a virtual function that runs on industry
standard x86 hosts and hypervisors.

And DPDK acceleration for
up to 5 Gbps performance.

Performance is dependent upon host
configuration.

Minimum recommended
configuration:

x86
Hardware

Platforms Supported By
Thales CV1000 Virtual Encryptor
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Key Features
& Benefits

Scales rapidly to
support 00's to No need to deploy

o large numbers of
000’s of links hardware devices Strong and

effective WAN
encryption

Flexible pricing
and licensing
agreements

Support for Cloud
Platform
Management

Transport Independent
Maode for concurrent

multi-Layer encryption Support for custom
(Layers 2, 3,and 4) curves, custom

algorithms and Crypto-Agile
BYO entropy and quantum safe

Ease of
deployment via

zero-touch Interoperability with
provisioning Thales CN Series
hardware encryptors

Typical Thales CVV1000
Virtual Encryptor Use-(Cases
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Thales High Speed Encryptors are the first choice for network encryption. They are field proven to
secure data in transit including time-sensitive voice and video streams, as well as metadata for enter-

prise and government organizations, defense agencies, global financial transactions networks, and the
world’s biggest cloud services providers.

Discover more
about Thales virtual encryptor C\V1000
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Thales Virtual Best Practices for Securing Thales Virtual

Encryptor CV1000 NFV' Environment Encryptor CV1000
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https://www.thalestct.com/network-encryption/virtual-network-encryption/
https://www.thalestct.com/wp-content/uploads/2022/09/Best-Practices-for-Securing-NFV-Environment-wp-11-6-19.pdf
https://www.thalestct.com/network-encryption/cv-1000-free-trial/



