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Dell Technologies

Accelerating IT
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Strategic Partnerships
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Secure Supply Chain
Secured Component Verification
Silicon Based HW Root of Trust
Case Intrusion Alerts

Zero Trust - A security model built on the following: . SafelD
* Role Based Administration Model
Anything inside or outside the organization is not trusted by default "« Multi Factor Authentication

Everything trying to establish a connection must gain / build trust

Authentication and authorization must happen before trust can be built * Dedicated iDRAC network module
. » SSH/TLS Communication Options
and can be repeated to re-affirm trust

Zero Trust - An architectural framework that is: - "SBned EIOSIFW updates

Secure Software Development

User-centric: Everything starts and centers around the user accessing the Secure UEF] Boot Capabilities

service or resource

Device Trust: Devices are secured, resilient and compliant DT e poT

Service-oriented: Makes it easier to create and consume reliable services * Automatic BIOS Recovery
* Automatic OS Recovery

Based on intrinsic security: Every action is scrutinized in the context of its

risk Servers vimware
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Requirement

Maintenance -
analysis

Dell constructed its business model with
a partnership of trust among its people,
customers and suppliers.

SDL

€) Sourcing security Ji=occ/ Security

response d | t
e Cybersecurity eI\iII?e (o;)rl)éreen

e Physical security

0 Security management systems S

Testing Implementation

Secure development lifecycle
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Modern, resilient, and intelligent technology foundation
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Protect data Enhance cyber Overcome security
and systems resiliency complexity
Combat threats to critical Lessen the impact of Confidently scale in the face of
applications and data with cyberattacks and resume increasing complexity with
intrinsic security features across operations rapidly with intelligent automation and orchestration and
our enterprise-wide portfolio of IT software-defined solutions and amplify your resources with
solutions and multi-cloud expert services to streamline cybersecurity services.
services recovery activities.

Data storage Servers Hyperconverged Networking Data protection
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Thales - Building a future we can all trust

©

Overview

Thales is a global technology leader with more than 77,000 employees on five continents. The Group is investing in digital and
“deep tech” innovations — Big Data, artificial intelligence, connectivity, cybersecurity and quantum technology — to build a future
we can all trust.

In the markets of defense and security, aerospace and space, digital identity and security, and transport, Thales provides
solutions, services and products to help its customers — companies, organizations and governments — to carry out their critical
missions.

Leader in cybersecurity and data protection

The most demanding companies, government, institutions and critical operators need to ensure the resilience of their activities
to any cyber threat or attack. In this context, they need to reduce the cyber risks coming from the IT/OT (Information
Technology/Operational Technology) or cloud infrastructure while maintaining the privacy of their data and their critical
activities.

Thales TCT

A separate company dedicated to the US Federal Govt, Integrators, and Partners.

Designing core Crypto solutions for U.S. Federal agencies with code maintained & compiled by Thales TCT. Providing Crypto
and Key Management solutions that have a U.S. supply chain lifecycle. Maintain all government approvals and certifications of
products required by U.S. Federal agencies. All Employees are including Technical and Sales support is on shore with only
U.S. citizens
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Siloed data creates challenges

Cloud Data
Bases

Virtual

Data
Machines

Applications File
Lakes Storage

Storage
& Web Servers Servers
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Thales unified approach to data security

DISCOVER PROTECT CONTROL



Enterprise Centralized Manager

CipherTrust
Manager
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PowerMAX
PowerStore
Unity XT
PowerVault

aws

PowerEdge

PowerSwitch

PowerFlex
Azure Stack
VxRail o

Azure
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Data Domain
Data Mover
(IDPA)

Edge Gateway
PowerEdge
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